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General Checklist 3.1

Check Item Check

If using Visual Studio .NET, application is compiled with the latest Visual Studio
.NET /GS buffer overrun protection flag.

If using Visual Studio.NET, debug builds are compiled with the /RTCL1 flag.

Any un-trusted input is validated for size, type and length prior to use or

storage.

Buffer management functions are safe from buffer overruns.

Where possible, Strsafe.h (click here) is used.

All DACLs are explicitly defined, not set to NULL or Everyone (Full Control)

No hard-coded passwords or secrets (such as keys used in cryptosystems) are

present.

References to any internal resources such as user names and UNCs have
been removed.

Temporary file names are unpredictable.

Error messages do not give too much information to an attacker (such as stack

trace and extraneous drive information).

Processes running with high privileges have been reviewed by at least one

other person and business justification for privilege level has been validated.
No user data is written to HKLM in the registry or “c:\program files”.

Where impersonation is used, function return values are always checked.
For every impersonation instance, there is a corresponding revert.

Unauthorized connections are limited in the amount of resources (CPU,

memory, disk space, etc.) they can use.

Where sockets are used, application bind to explicit IP address instead of 0 or
INADDR_ANY.
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At least one automated tool is used to identify code weaknesses before
deployment.

No sensitive data is embedded in configuration or XML files.

Security decisions based on filenames are avoided where possible. When
used, business justification is established and the code is reviewed by a

security subject matter expert.

Web & Database Checklist 3.2

Check Item Check

Web pages do not output un-trusted data that has not been encoded first or

filtered by AntiXSS Library (cross-site-scripting, or XSS, attacks).

SQL statements are executed through parameter stored procedures, and not

generated dynamically from un-trusted user input.

The SA account, or any highly privileged account, is not used to create

connections to the SQL server.

Server validates access rights and does not rely on client-side verification.

Cryptography Checklist 3.3
Check Item Check
Secrets are not hard-coded into application code.

SecureZeroMemory is used in place of ZeroMemory/memset when dealing with

sensitive data such as session keys and key pairs.

Crypographically strong random number generators are used in place were

security decisions or processes are executed based on random data.

Cryptograpic functions are implemented through the use of standard libraries
such as CryptoAPl or System.Security.Cryptography and not developed in-

house.



22 1mn 21 Ty
@

n"7'nn VE'ND — |'AT Ywnn

Secret data is protected (DPAPI, crypto-stores, etc.)

Developer Security Checklist 34

Link Security Checklist

http://msdn.microsoft.com/library/default.asp?url=/library/en- | Security Question List:

us/dnpag2/html/pagquestionlist0002.asp Managed Code

http://msdn.microsoft.com/library/default.asp?url=/library/en- | Security Question List: ASP

us/dnpag2/html/pagquestionlist0001.asp .NET

http://msdn.microsoft.com/library/en- .NET Framework 1.1

us/dnnetsec/html/CL_SecRevi.asp

http://msdn.microsoft.com/library/en- .NET Framework 2.0

us/dnpag2/html/pagck0003.asp

http://msdn.microsoft.com/library/en- ADO.NET 1.1
us/dnnetsec/html/CL_SecuDat.asp

http://msdn.microsoft.com/library/en- ADO.NET 2.0
us/dnpag2/html/pagck0002.asp

http://msdn.microsoft.com/library/en- ASP.NET 1.1

us/dnnetsec/html/CL_SecuAsp.asp

http://msdn.microsoft.com/library/en- AS.NET 2.0

us/dnpag?2/html/pagck0001.asp

http://msdn.microsoft.com/library/en- Enterprise Services

us/dnnetsec/html/CL_SecuEnt.asp

http://msdn.microsoft.com/library/en- Web Services .NET 1.1

us/dnnetsec/html/CL _SecuWeb.asp

http://msdn.microsoft.com/library/en- Building Secure Web
us/secmod/html/secmod85.asp Services
http://msdn.microsoft.com/library/en- Building  Secure  Service
us/secmod/html/secmod84.asp Components
http://msdn.microsoft.com/library/en- Building Secure Data Access

us/secmod/html/secmod87.asp

http://msdn.microsoft.com/library/en- Building Secure ASP.NET
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us/secmod/html/secmod83.asp

Pages

Developer Security Tools
Link Tool Scope Tool Name

http://www.microsoft.com/whdc/ |Unmanaged languages source code|PRE-FAST
archive/PREfast-drv.mspx scanner (C/C++)
http://www.gotdotnet.com/Team/ | NET Framework languages assembly | FxCop
ExCop/ scanner (C#, VB.NET, etc.)
Available on Visual Studio 2005 Team | Scanner for both|Visual Studio 2005
Systems (Developer and Team Suite [unmanaged languages | Team System Code
editions) (CIC++) and .NET | Analysis Tool

Framework languages (C#,

VB.NET, etc.)
http://msdn.microsoft.com/securi | Threat modeling tool for IT applications | Threat Modeling and
ty/securecode/threatmodeling/ac Analysis Tool
etm/
http://www.microsoft.com/downl | Managed library that implements white- | Anti-Cross Site

oads/details.aspx?familyid=9a2b

9c92-7ad9-496¢-9a89-
af08de2e5982&displaylang=en

list techniques for mitigations against

cross-site scripting attacks.

Scripting Library V1.0

3.5
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